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About This Report

Report Parameters

Contexts
No contexts were selected, so all contexts were included by default.
Sites
The following sites were included:
» https://event-connect—gather. lovable.app
(If no sites were selected, all sites were included by default.)

An included site must also be within one of the included contexts for its
data to be included in the report.

Risk levels

Included: High, Medium, Low, Informational

Excluded: None

Confidence levels

Included: User Confirmed, High, Medium, Low

Excluded: User Confirmed, High, Medium, Low, False Positive
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Summaries

Alert Counts by Risk and Confidence

This table shows the number of alerts for each level of risk and confidence
included in the report.

(The percentages in brackets represent the count as a percentage of the total
number of alerts included in the report, rounded to one decimal place.)

User
Confirmed High Medium Low Total
High 0 0 0 0 0

Medium 0 1 1 0 2

Low 0 0 0 1 1

Information 0 0 0 2 2
al (0.0%) (0.0%) (0.0%) (40.0%) (40.0%)
Total 0 1 1 3 5

Alert Counts by Site and Risk
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This table shows, for each site for which one or more alerts were raised, the
number of alerts raised at each risk level.

Alerts with a confidence level of "False Positive" have been excluded from these
counts.

(The numbers in brackets are the number of alerts raised for the site at or above
that risk level.)

Informatio

Medium nal

High (>= Mediu Low (>= Inform

(= High) m) (>= Low) ational)

https://event-conn 0 2 1 2
ect-gather.lovabl (0) (2) (3) (5)

e.app

Alert Counts by Alert Type

This table shows the number of alerts of each alert type, together with the alert
type's risk level.

(The percentages in brackets represent each count as a percentage, rounded to
one decimal place, of the total number of alerts included in this report.)

Content Security Policy (CSP) Header Not Medium 1
Set (20.0%)
Missing_Anti-clickjacking_Header Medium 1

(20.0%)
Timestamp Disclosure - Unix Low 2

(40.0%)
Total 5
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Information Disclosure - Suspicious Informational 2

Comments (40.0%)

Re-examine Cache-control Directives Informational 3

(60.0%)

Total 5
Insights

This table shows information that is likely to be very relevant to you, but which is
not related to vulnerabilities, or potentially even related to the application in

question.
Info Informat https://cd Percentage of 100 %
ional n.gpteng. responses with
co status code 2xx
Info Informat https://cd Percentage of slow 100 %
ional n.gpteng. responses
co
Info Informat https://e Percentage of 68 %
ional vent- responses with
connect- status code 2xx
gather.lov
able.app
Info Informat https://e Percentage of 31 %
ional vent- responses with
connect- status code 4xx
gather.lov
able.app
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vent-
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https://e
vent-

Percentage of
endpoints with
content type
image/png

Percentage of
endpoints with
content type
text/css

Percentage of
endpoints with
content type
text/html

Percentage of
endpoints with
content type

text/javascript

Percentage of
endpoints with
content type
text/plain

Percentage of
endpoints with
content type
text/xml

Percentage of
endpoints with

14 %

14 %

14 %

28 %

14 %

14 %

100 %
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connect-
gather.lov
able.app

https://e
vent-
connect-
gather.lov
able.app

https://e
vent-
connect-
gather.lov
able.app

https://fo
nts.googl
eapis.com

https://fo
nts.googl
eapis.com

https://fo
nts.gstati
c.com

https://fo
nts.gstati
c.com

https://lin
aswzwzhv
gmzlclfns.
supabase.
co

method GET

Count of total
endpoints

Percentage of slow
responses

Percentage of
responses with
status code 2xx

Percentage of slow
responses

Percentage of
responses with
status code 2xx

Percentage of slow
responses

Percentage of
responses with
status code 2xx

57 %

100 %

100 %

100 %

100 %

100 %
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Alerts

Risk=Medium, Confidence=High (1)

https://event-connect-gather.lovable.app (1)

Content Security Policy (CSP) Header Not Set (1)

» GET https://event-connect—-gather. lovable.app/

Risk=Medium, Confidence=Medium (1)

https://event-connect-gather.lovable.app (1)

Missing_Anti-clickjacking Header (1)

» GET https://event-connect—-gather. lovable.app/

Risk=Low, Confidence=Low (1)

https://event-connect-gather.lovable.app (1)

Timestamp Disclosure - Unix (1)

» GET https://event-connect—-gather. lovable.app/assets/index—
BFHANHS3. js

Risk=Informational, Confidence=Low (2)

https://event-connect-gather.lovable.app (2)

Information Disclosure - Suspicious Comments (1)
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» GET https://event-connect—-gather. lovable.app/~flock.js

Re-examine Cache-control Directives (1)

» GET https://event-connect—-gather. lovable.app/robots.txt

Appendix

Alert Types

This section contains additional information on the types of alerts in the report.

Content Security Policy (CSP) Header Not Set

raised by a passive scanner (Content Security
Policy (CSP)_Header Not Set)

693

15

= https://developer.mozilla.org/en-
US/docs/Web/HTTP/Guides/CSP

https://cheatsheetseries.owasp.org/cheatsheets/
Content Security Policy Cheat Sheet.html

» https://www.w3.0org/TR/CSP/

» https://w3c.github.io/webappsec-csp/

= https://web.dev/articles/csp
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https://caniuse.com/#feat=contentsecuritypolicy

= https://content-security-policy.com/

Missing Anti-clickjacking Header

raised by a passive scanner (Anti-clickjacking
Header)

1021
15

= https://developer.mozilla.org/en-
US/docs/Web/HTTP/Reference/Headers/X-Frame-

Options

Timestamp Disclosure - Unix

raised by a passive scanner (Timestamp
Disclosure)
497

13

https://cwe.mitre.org/data/definitions/200.html

Information Disclosure - Suspicious Comments

raised by a passive scanner (Information
Disclosure - Suspicious Comments)

15
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Re-examine Cache-control Directives

file:///Users/erikwiffin/2026-01-08-ZAP-Report-.html

raised by a passive scanner (Re-examine Cache-
control Directives)

25

13

https://cheatsheetseries.owasp.org/cheatsheets/

Session_Management Cheat Sheet.html#web-
content-caching

= https://developer.mozilla.org/en-
US/docs/Web/HTTP/Reference/Headers/Cache-
Control

= https://grayduck.mn/2021/09/13/cache-
control-recommendations/
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